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NHOOPMAILIMOHHAA I[TAMATKA
JUIA OBYYHAIOIINXCA AJIA PASMEIIEHUA
HA OOUILIMAJIbHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOJIEKH B HUHTEPHETE CTAHOBHUTHCS OOJbIIE, a
IIKOJIbHUKU OJHU W3 CaMbIX AaKTHUBHBIX ITOJb30Barene PyHera. Mexny Tewm,
MOMHUMO OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
Dta naMAarTka J0JKHA TOMOYb Te0e 0€30IacHO HaXOIUThCS B CETH.

KommnsrorepHbie BUPYCHI

KoMIbIOTEpHBIN BUPYC - 3TO Pa3HOBHUAHOCTh KOMIBIOTEPHBIX MPOTPAMM,
OTJIMYUTENILHOM OCOOCHHOCTBIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTh K Pa3sMHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOT'YT MOBPEAUTh WIHM MOJHOCTHIO YHHUUYTOXUTh
Bce (pailsibl U JaHHBIE, MOAKOHTPOJIBHBIE TOJIB30BATENI0, OT UMEHH KOTOPOro Oblia
3amylieHa 3apakeHHasi IporpamMma, a TaKKe MOBPEIUTh WIHM J1aK€ YHUYTOXKUTh
OIEpaIIOHHYI0 CUCTEMY CcO BceMH (haiimamu B 1eioM. B OONbLIIMHCTBE Cily4aeB
pacupoCTpaHsIOTCA BUPYChI UEPE3 UHTEPHET.

MeTo/1bl 3a1UThI OT BPEIOHOCHBIX IPOIPaMM:

1. Hcnonb3yii COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HWMEIOIINE
CEpbE3HBII YPOBEHB 3aLUTHI OT BPEAOHOCHBIX IPOIPAMM;

2. [locrossHHO ycTaHaBnuBail mnauTu (UM(pOBBIE 3alIaTKH, KOTOpbIE
ABTOMATUYECKH YCTAHABJIMBAIOTCA C LENbIO JOPAOOTKM NPOrpaMMmbl) U ApPyrue
OOHOBJICHUSI CBOE€H omnepaurMoHHOW cuctembl. CkauumBail UX TOJIBKO C
opurmanpHoro  caiira  paszpaborunka OC. Ecim cymectByer — pexum
aBTOMAaTU4ECKOro OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabotait Ha cBOeM KOMIBIOTEpE TIOJ TpaBaMu IOJb30BATENs, a HE
aIMUHUCTpATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Vicnons3yit  aHTUBUPYCHbIE TMPOrpaMMHBIE TPOJYKTHI  U3BECTHBIX
POU3BOUTENEH, C aBTOMATHUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanunup (HpU3HUECKUN JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIUIL;

6. Vicnonb3y#t BHEIIHME HOCUTENU MH(pOpMAIUKU, Takue Kak Quielika, JUCK
wid (aill U3 UHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX NCTOYHUKOB;

/. He oTkpwiBali KOMIbIOTEpHBIC (aillibl, MOJYYEHHBbIE W3 HEHAJIeKHBIX
UCTOYHUKOB. Jaxke Te (ailipl, KOTOpbIE MPUCTAT TBOM 3HAKOMBIN. Jlydile yrounu
y HEro, OTIIPABJISLI JIU OH TeOE HX.

Ceru WI-FI

Wi-Fi - 370 He Buj mepenavn JaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIb OpPEHT,
mapka. Eme B 1991 rogy HujepnaHickas KOMITAHUS 3aperucTpupoBasia OpeH[
«WECA», uto o06o3navanmo cinoBocoueranne «Wireless Fidelity», xoropsrii
NEPEBOAUTCS KaK «OECIPOBOIHAS TOUHOCTDY.



Jlo Haliero BpeMeHHu Joliia apyras abOpeBuarypa, Koropas SBJIsIeTCs TaKOn
xKe TexHojoruend. Ito abbpeBmarypa «Wi-Fi». Takoe Ha3Banue OBLIO JTaHO C
HAMEKOM Ha CTaHAapT BbIcHied 3BykoBoW TexHuku Hi-Fi, 4tro B mnepeBone
03HAYaET «BBICOKASI TOUHOCTHY.

Ja, OecriiaTHBINM MHTEPHET-IOCTYN B Kade, OTeIsIX U adporopTax sSBISACTCS
OTJINYHOM BO3MOXXHOCTHIO BBIXOJIa B MHTEpHET. Ho MHOrHe sKCnepThl CUMTAIOT,
gyt0 obmenoctymnubie Wi-Fi cetn He SBISIFOTCS O€30TacHBIMH.

CoBeThl 110 0€30MaCHOCTH PpadOThI B 00IIEAOCTYMHBIX ceTsaXx Wi-fi:

1. He nepenaaii cBoro muuHyto nHMOpMaInio yepes ooienoctymnasie Wi-Fi
cetu. Pabortast B HUX, KelaTeabHO HE BBOAUTH MAPOJIU JOCTYIIA, JIOTHHBI U KaKue-
TO HOMEDA;

2. Ucnonb3yit 1 OOHOBIISIT aHTUBUPYCHBIE POTpaMMBI B OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonb3oBanun Wi-Fi otkmioun Qynkmmio «OO0mmii g0CcTym K
daitmtam u npuHTepam». JlaHHas (QYHKIMS 3aKpbiTa MO yMOJTYAHHUIO, OJHAKO
HEKOTOPBIE MOJIb30BATENIN aKTUBUPYIOT €€ ISl yA00CTBA UCTIOIB30BaHUS B padoTe
Wi ydebe;

4. He wucnons3yid nyonuuaeii WI-FI nns mepemaud JUYHBIX JTaHHBIX,
HaAIpUMep, ISl BBIXOJIa B COLMANIbHBIC CETU UJIU B DJIEKTPOHHYIO MOUTY;

5. Mcnonp3y# TOJIbKO 3amuiieHHoe coenunenue yepe3s HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B mobunpHOM Tenedone orkimoun (ynkmuro "lloaxmouenne k Wi-Fi
apToMarnuecku'. He momyckail aBTOMaTHYeCKOro MOJKIIOYEHUS YCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cornacusi.

CouunanbHble CETH

ConuanbHble CETH aKTUBHO BXOJISAT B HAIly KU3Hb, MHOTHE JIFOAU pabOTAIOT
W )KUBYT TaM MIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Musimap1 4eIoBex,
YTO SIBJIICTCSI OJHOM CEeIbMOM BCeX KUTEIeH IUIaHeThl. MHOTrHe IOJIb30BaTEIIN HE
MOHUMAIOT, YTO MH(MOpMalMs, pa3MeEIleHHass UMU B COIMAIBHBIX CETAX, MOMKET
OBITh Hali/lecHa W WMCIOJIb30BaHAa K€M YIrOJHO, B TOM YHCJIE HE 0053aTelbHO C
0JIaruMu HaMEpPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTHU B COIMMAIIBHBIX CETSIX:

1. Orpannyb cnucok Jnpy3ed. Y TeOs B ApYy3bsX HE JOKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. 3amMiai CBOIO YAaCTHYIO >kM3Hb. He ykaspiBail maponu, TenedOoHBI,
aapeca, JaTy TBOEro pOXAEHUS MW JPYryl0 JIMYHYO  UH(opMaiuio.
31OYMBITIUICHHUKH MOTYT UCIIOJIb30BaTh Jake HH(DOPMAITHIO O TOM, KaK Thl U TBOH
POIMTENHN IIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuinaili CBOIO pemyTaluio - JEpKH €€ B YUCTOTE W 3ajaBail cebe
BOIPOC: XOTeJ OBl Thl, YTOOBI APYTUE MOIH30BATEIN BUEIH, UTO ThI 3arpyKaeliib ?
[Toxymaii, mpex/ie uem 4To-TO OMyOJIMKOBATh, HAITUCATh U 3arPY3UTh;

4. Ecnu Thl TOBOPUIIIB C JIFOABMHU, KOTOPBIX HE 3HAEIIb, HE HCIOJIb3Yil CBOE
peaibHOE UMSI U JPYTYI0 JUYHYIO MH(DOpPMAIMU: UMsI, MECTO KHUTEIbCTBA, MECTO
y4eObl U Mpouee;



5. U36erait pazmemenus dororpaduii B MaTepHere, rjae Thl n300pakeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OMPEAEIUTH TBOE MECTOIOIOKEHHUE;

6. [Ipu peructpanuu B COINUAIBHOM CETH HEOOXOAMMO HCIOJIb30BaTh
CJIOXHBIE AP0, COCTOSALIME U3 OYKB M IU(P U C KOJIMYECTBOM 3HAKOB HE MEHEE
8;

/. Ans couManbHOM C€TH, TMOYThl M JPYTHUX CalTOB HEOOXOJIUMO
UCIIOJIB30BaTh pa3Hbie nmapoyin. Torjaa ecnu Te0s B3JIOMAIOT, TO 3J0YMbBIIIJIEHHUKHU
NOJIy4aT JOCTYI TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3sy.

DJIEKTPOHHBIE JICHBI'U

DONeKTpOHHBIE JEHBI'M - 9TO OYEHb YAOOHBIM CMOCOO IIaTexel, OJHAKO
CYIIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTSAT MOJTYYUTh 3TH JICHBIU.

DNEKTPOHHbIE IEHBI'M MOSIBUIIUCH COBCEM HEJIABHO M UMEHHO HM3-3a 3TOTO BO
MHOI'MX F'OCYJapCTBax /10 CUX NOP HE MPOIKCAHO MPO HUX B 3aKOHAX.

B Poccuu ke 0HM (yHKIMOHUPYIOT U O HUX YXKE IPOMUCAHO B 3aKOHE, I'/Ie
UX Pa3eiialoT Ha HECKOJbKO BUJIOB - aHOHMMHbIE U HE aHOHUMHbIE. PasHuna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3perniaeTcs MPoOBOAUTH orepanuu 0e3
UACHTU(UKAIIMH TTOJIH30BATENIS, 4 B HCAHOHUMHBIX UACHTU(UKAIINS TOTH30BaATEIS
SIBIIIETCA 00513aTEIbHOM.

Taxxe cienyer pasnuyarh BJIEKTPOHHbIE (DUATHBIE JIEHbIW (paBHbI
rOCY/IapCTBEHHBIM BaJIIOTaM) M JJIGKTPOHHbIE HedUaTHbIE JACHBIU (HE PaBHBI
roCyJapCTBEHHBIM BaJIOTaM).

OcCHOBHBIE COBETHI IO O€30MaCHOM padOTe ¢ IICKTPOHHBIMU JICHHTAMMU:

1. IlpuBsku K cyery MOOWIbHBIA TeneoH. DTO camblii yHOOHBIM U
OBICTPBI CcHIOCOO BOCCTAHOBUTH JOCTyNn K cuery. lIpuBs3anHbiii TenedoH
MIOMOYKET, €CJM 3a0yJellb CBOM IJIATEKHBIA IMapoJib WM 3aijellb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucionp3yit omHopa3oBbie maponu. [locie mepexoma Ha yCHICHHYIO
aBTopu3aluio Tebe yxxke He OyleT yrpoKaThb ONACHOCTh KpakH WM IepexBara
IJIATEKHOTO MTAapOJIs;

3. Boibepu cnoxubiii maponb. [Ipectrymaukam OyaeT HE MPOCTO yrajaaTth
CJIOKHBIN napoib. HanexxHble maposiu - 3TO Maposiu, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB W BKJIIOYAIOT B Ce€Osl CTPOUYHBIE U TIPOINHUCHBIE OYKBBI, IUQPPHI H
HECKOJIbKO CUMBOJIOB, TaKME KaK 3HAK JloJuiapa, pyHTa, BOCKJIMIIATENbHBIN 3HAK U
T.11. Harmpumep, $tROng!;

4. He BBOJIM CBOU JIMYHBIE JaHHBIE HA CalTax, KOTOPBIM HE JIOBEPSCILIb.

DJIEKTPOHHAS TTOYTa

DNEKTPOHHAS MOYTa - 3TO TEXHOJIOTHUS U MPEAOCTaBIsIEMbIE €10 YCIYyTH IO
NEPECHUIKE U MOJYUYEHHUIO AJIEKTPOHHBIX COOOIIEHHM, KOTOPhIE paclpeaesatoTcs B
KOMITbIOTEpHOU ceTU. (OOBIYHO JJIEKTPOHHBIM TMOYTOBBINA SIIUK  BBITJISIUT
CJIeIyIOIUM 00pa3oM: UMsI_TOJIb30BaATENA(@WHUMS_JTIoMeHa. Takke Kpome repeaadu
IPOCTOr0 TEKCTa, UMEETCSI BO3MOXKHOCTh MepeaaBaTh (haisbl.

OCHOBHBIE COBETHI 110 O€30MaCHON paboTe C JIEKTPOHHOU IMOYTOM:

1. Hamo BBIOpaTh MNpaBWIBHBIM TOYTOBBIM CepBUC. B HMHTEpHETE ecTh
OTPOMHBIN BEIOOP OECTUIATHBIX MMOYTOBBIX CEPBHUCOB, OAHAKO JIYUIIIE JOBEPSITH TEM,
KO0 3Haellb U KTO NIEPBbIA B PEUTHUHIE;



2. He yxa3bIBaii B IMYHOU MOYTE JMUHYIO HHpopManuto. Hanpumep, myuiie
BbIOpaTh «MYy3bIKaNIbHBIN _(haHaT@» min «pok2013» Bmecto «remal3»;

3. Ucnonb3yil nBYXATamHyl0 aBTOpHU3AIMIO. DTO KOrja IMOMHUMO Maposis
HY>KHO BBOAUTH KOJ, IPUCHUIaEMBbIA 110 SMSS;

4. Be10Oepu cIIOKHBIN Tapoiib. [[71s KaXK10ro MOYTOBOTO SIIHUKA JOJIKEH ObITh
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY 1apOJib;

5. Eciin ecTh BO3MOXXHOCTH HamucaTh CaMOMY CBOM JIMYHBIN BOIPOC,
UCITOJIb3YH 3TY BO3MOKHOCTB;

6. Mcmonb3yii HECKOJBKO TIOYTOBBIX SIMIMKOB. IlepBbIii 111 dYacTHOU
NEPENNCKHU € aJpecaTamMy, KOTOPBIM Thl JOBEpsElIb. JTO AIEKTPOHHBIN aJpec HE
HaJI0 UCII0JIb30BaTh IPU PErUCcTpallui Ha (hopyMax U cailtax;

7. He oTkpsiBail ¢aiinpl U apyrue BIOKEHHS] B MUChMax, JaKe €CIU OHU
NOPUIILIA OT TBOMX JApy3el. Jlydille yrouHu y HUX, OTIPABISUIM JU OHU TeOe ITU
daiiner;

8. [locne oxoH4yaHHsI pabOThl HA IOYTOBOM CEpPBUCE IMEPENl 3aKPHITHEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXKaTh Ha «BBIATHY.

KuGepOymiuHr wiv BUpPTyanbHOE U31€BATEIHCTBO

KubepOyumuar - mpeciiejoBaHUE  COOOIICHUSIMH,  COJEp KAIUMHU
OCKOpOJIeHuMs, arpeccuio, 3aIyTUBAHHUE; XYJINTaHCTBO; COLMaJIbHOE
OOMKOTHPOBAHUE C TOMOLIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KUOEPOYIIIUHIOM:

1. He Gpocaiicst B 60ii. JIydmmii ctoco6: mOCOBETOBATHCS KaK ce0sl BECTH H,
€CJIM HET TOro, K KOMy MOXKHO OOpaTUThCS, TO BHA4aJleé YCIOKOUTHCS. Ecnmu T
HAYyHEeIllb OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOpPOJEHHS, TO TOJBKO elle OoJblIe
Pa3oAOKeIb KOH(IIUKT;

2. Ynpapnsi cBoel kubeppernyTanuei;

3. AHOHUMHOCTh B ceTH MHHMas. CyIecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOMT 32 AHOHUMHBIM aKKayHTOM;

4. He ctouT BecTH XyJIUTraHCKUW 00pa3 BUPTyaJbHOM >Ku3HU. MHTEepHer
dbukcupyer Bce TBOM JEHCTBUA W COXpaHSIET UX. YJAIUTh WX OyneT KpaifHe
3aTPYJHUTEIBHO;

5. Cobnronait CBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. UrHopupyit eauHuuHbld  HeraTuB. OAHOpa3oBble OCKOPOUTENbHBIE
cooOmieHust Jydmie UrHopupoBaTh. OOBIYHO arpeccst MpeKpamiaercs Ha
HayaJabHOM CTaJIUH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B
COLIMANBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKHUPOBKHM OTIPABKH COOOIIEHUH C
OIpPENIETICHHBIX aJPECOB;

8. Ecnu ThI cBUaeTenb KuOepOyuinHra. TBoU EWCTBUS: BHICTYIIUTh MPOTUB
IpecienoBaTens, MoKa3aTb €My, YTO €ro ACHCTBHS OICHUBAIOTCS HEraTUBHO,
NOJIIEPKATh KEPTBY, KOTOPOW HYXHA IICHXOJIOTMYECKasi IMOMOIlb, COOOIIMUTH
B3pOCIBIM O (paKTe arpeCCUBHOIO NOBEJIEHUS B CETH.

MoOwibHBIHN TenehoH

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COIEPKAT B c€Oe BIOIHE B3POCIbIN
(yHKIMOHAN, M Temeph OHU MOIYT KOHKYpUpPOBaTb CO CTallMOHAPHBIMU



KomIbloTepamMu. OgHAKO, CPEICTB 3aIIUTHI JIJIsl MOJOOHBIX YCTPOIMCTB MOKA OYEHb
Mano. TecTupoBaHME W TIOWCK YSI3BUMOCTEH B HHUX MPOUCXOJUT HE TaK
UHTEHCUBHO, Kak 1715 [1K, To ke camoe kacaercs 1 MOOMIIbHBIX MPUIIOKEHUI.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIU
HACTOJIbHBIE AHAJIOTH, OJHAKO pacimmpeHue (yHKIMOHAjIa BJIEYET 3a COOOi
OOJIBIIYIO CII0KHOCTh YU MEHBIIYIO 3aIUIIEHHOCTbD.

Jlaieko He BCE€ NPOW3BOJIWUTENIN BBITYCKAIOT OOHOBIICHMSI, 3aKPBIBAIOIIHE
KPUTHUYECKHUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI 151 0€30MaCHOCTH MOOMIILHOTO TenedoHa:

Huuero He siBnsieTcst mo-HacTosleMy OecruiaTHbIM. Byab ocTopoxkeH, Beab
Korja Tede mpeajaraloT OecIiaTHbIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKue-
TO TUIATHBIC YCIYTH;

Hymaii, npexe yem ornpaBuTh SMS, poTo win Buaeo. Thl TOYHO 3HAEIID,
r7e OHU OyayT B KOHEYHOM UTOTE?

Heobxonnmo 0OHOBIISATH ONEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;

Hcnonb3yil aHTUBUPYCHBIE MPOTPAMMBI JJ1s1 MOOMIIBHBIX TeNe(pOHOB;

He 3arpyxaii npuiioXeHus OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTIICUEHHE;

[Tocnie Toro kaxk Thl BbIiiIElIb C caiiTa, I/l€ BBOJAWI JIMYHYIO MH(OpMALUIO,
3aiiiu B HACTPOUMKHM Opay3epa u ynainu cookies;

[lepuoandecku mpoBepsiid, Kakue TIaTHBIE YCIYTd aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMep MOOMJIBHOrO TenedoHa TOJIBKO JIOASM, KOTOPBIX ThI
3HAelllb U KOMY JIOBEpsCLIb;

Bluetooth gomkeH ObITH BBIKJIIOYEH, KOT/Ia Thl UM HE IOJb3yembcs. He
3a0bIBail MHOT A IPOBEPSATH 3TO.

Online urpst

CoBpeMeHHbIE  OHJIAWH-UTPBI - O3TO  KPacoOuHble, 3aXBaTbIBAIOIINE
pa3BiieyeHusi, OOBEAUHSIONIME COTHH ThICSY YEJIOBEK MO Bcemy mupy. Wrpoku
UCCJIENYIOT JTaHHBI UM MHp, OOINAIOTCS APYT C APYTOM, BBIONHSIOT 3aJaHUs,
CpPaKalTCsl C MOHCTpaMHM W TOJYy4YalOT ONBIT. 3a YAOBOJBCTBUE OHM IUIATST:
MOKYTAIOT AUCK, OTIAYMBAIOT a00OHEMEHT WJIM MIPUOOPETAIOT KAKHE-TO OIIIUH.

Bce aTu cpenctBa uiyT Ha MojiepKaHrue U Pa3BUTHE UTPHI, a TAKKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHCTEMbI ABTOPU3AIMH, BBITYCKAIOTCS HOBBIE
naTuu (udpoBkIE 3aIUTATKHU JJIS POTPamMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogoOHbIX Wrpax CTOMT OINAacaTbCsi HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIBKO Kpa)Xi TBOEro Mapojisi, Ha KOTOPOM OCHOBaHa CHCTEMa AaBTOPU3ALIMHU
OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOr0 aKKayHTa:

1. Ecinu npyroii urpok BeneT cels MI0X0 WK cOo37aeT Te0e HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. ITloxanyiicss agMUHHCTPATOpaM WIPbl Ha IUIOXOE€ IOBEIECHHE 3TOrO
UTPOKA, KEJIaTeIbHO MPUIIOKUTh KaKUe-TO JI0KAa3aTEIbCTBA B BUJIE CKPUHOB,;

3. He yka3biBaii 1ruHyi0 HHGOpMAIUIO B Ipodaiiie Urpsel;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;



5. He ycranaBnuBaii HeopuIMaibHbIE TATYU U MO/IbI;

6. Mcnionb3yil ClI0KHBIE U Pa3HBIE TAPOJIH;

7. Jlaxxe BO BpemMsi WUrpbl HE CTOUT OTKJIIOYAaTh aHTUBHUpYyC. [loka TbI
Urpaellb, TBOM KOMIBIOTEP MOT'YT 3apa3uTh.

OUIIUHT WK Kpaka TUYHBIX JTaHHBIX

OOBIYHOM Kpaxkel JAeHer U JOKYMEHTOB CETOJIHs YK€ HHUKOIO HE yJIWBHILb,
HO C pa3BUTHEM HMHTEPHET-TEXHOJOTUI 3JIOYMBIIIJICHHUKN TEPEMECTHINCH B
UHTEPHET, U MPOJ0JIKAIOT 3aHUMATHCS «JTFOOMMBIMY JIETIOM.

Tak mosBWIach HOBasi Yrpo3a: MHTEPHET-MOILLIEHHUYECTBA WM (DUIIUHT,
rJIaBHas 1LeJdb KOTOPOrO COCTOUT B TOJNYYEHHM KOH(PHIECHLUUANIbHBIX JaHHBIX
NoJIb30BaTeliel - JIOTMHOB U mapoiieil. Ha anrnmiickom si3bike phishing yuraercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - mapossb).

OCHOBHBIE COBETHI 110 OOpHOE ¢ PUIITUHTOM:

1. Cnenn 3a cBoMM akkayHTOM. Ecim ThI moao3peBaciib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOJAWMMO  3a0JIOKHPOBATh €€ W COOOIIUTH
aMUHHUCTpATOPaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Ucnonb3yii Ge3omacHbie BeO-CaliThl, B TOM YHUCII€, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonp3yil cnoxHBbIE W pa3Hble mapond. Takum oOpa3om, eciau Teos
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJYyYaT JOCTYI TOJBKO K OJHOMY TBOEMY
PO UITIO B CETH, a HE KO BCEM;

4. Ecniu TeOs B3IOMaiu, TO HEOOXOIMMO MpenynpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE I00aBJIEHBI y T€OS B IPY3bsiX, O TOM, YTO T€Os B3JIOMAJH U,
BO3MOXHO, OT TBOEr0 UMEHH OYAET pacchlIaThCs ClaM M CChUIKM Ha (PUIIUHTOBbIE
CaWThI;

5. YcranoBu HanexHsblil napons (PIN) Ha MoOUbHBIN TenedoH;

6. OTKIII0YM COXpaHEHUE NMapoJisd B Opay3epe;

/. He oTkpbiBail ¢aiiibl U Jpyrue BIOXKEHHUS] B MUCbMax, JaXKe €Cld OHU
OPUIUIM OT TBOMX Apy3eil. Jlydille yrouHu y HUX, OTIPABISUIM JU OHU TeOe 3TU
(baisl.

[udposas penyrarus

[MudpoBas pemyramnusi - 3TO HETaTUBHAS WX MO3UTHUBHAas WHMOpMAIUSI B
cetu o tebe. Kommpomerupyromas wuHbopmalus, pa3MellleHHas B HHTEpPHETE,
MO>KET CepbEe3HbIM 00pa30M OTPa3UThCS Ha TBOEH peanbHOM >ku3HU. «{udposas
penyTanus» - 3TO TBOH UMHJIK, KOTOPBINA (hopMupyeTcss U3 uHpopManuu o Tede B
UHTEpPHETE.

TBoe MecTO IKUTENbCTBA, Yy4eObl, TBOe (DMHAHCOBOE IIOJOXKEHHE,
0COOEHHOCTH XapaKTepa U paccKa3bl O OJIM3KUX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorue mnoapOCTKH JIETKOMBICIEHHO OTHOCATCS K NyOJUKalHUU JUYHOU
uHpopmanuu B MHTEpHETE, HE MOHMMAasi BO3MOXKHBIX MOCIEACTBUM. Thl gaxke He
CMOXeIIb J0rajgaThbcsi 0 ToM, uyTo doTorpadusi, pa3MelleHHas 5 JIET Ha3al, cTaja
NPUYUHON OTKa3a MPUHATH T€OS Ha padoTy.

KomMmenTtapuu, pa3smenienne TBoux ¢gororpaduii u apyrue 1edCTBHUS MOTYT
HE MCUYE3HYTh JaXe IOCIE€ TOro, Kak Thl UX YJalullib. Thl HE 3HAelb, KTO
COXpaHWI ATy HH(OpMaIMIO, MoMaja JU OHAa B IOMCKOBBIE CHCTEMBI U



COXpaHWIach JIM OHA, a TJIABHOE: YTO MOJAYMAalOT O TeO€ OKPYXKAaIoIIUEe JIOJIH,
KOTOpbIE HAWAYT U YBHUIAT 3T0. HaliTu mHbOpMAINi0O MHOTO JIET CITYCTSI CMOXKET
000i - Kak U3 T0OphIX MOOYKJIEHU, TaK U ¢ HAMEPEHUEM MPUYUHUTH Bpe. DTO
MOKET OBITh KTO YTOJIHO.

OCHOBHBbIE COBETHI 110 3alIUTE IUPPOBOI penyTaluuu:

1. [Togymaii, npexe yeM 4To-To MyOJMKOBATh U NepeaaBaTh y ce0s B OJore
WJIN B COITMAJILHOM CETH,

2. B mactpoiikax npoduiis yCTaHOBM OTrpaHUYEHUS Ha MPOCMOTP TBOETO
npo(duiIs U ero COAEPHKUMOro, CAeNal ero TOJIbKO «IJIA IpYy3eily;

3. He pa3memiaii u He yka3piBail HHGOPMAIINIO, KOTOpas MOXKET KOro-imoo
OCKOPOJIATH WM OOMXKATh.

ABTOpCKOE MPaBo

CoBpeMeHHBIE IIKOJIBHUKH - AaKTUBHBIE IMOJBH30BATENU LUPPOBOTo
npoctpaHcTBa. OJHAKO JaJeKO HE BCE 3HAIOT, YTO IOJb30BAaHUE MHOTHMH
BO3MOXKHOCTSIMH ~ ItupoBoro  mMupa  TpebyeT  coOMomeHHs TpaB  Ha
MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH «UHTEINIEKTyallbHAsi COOCTBEHHOCTBY» OTHOCHUTCSI K pPa3IUYHBIM
TBOPEHHSIM YEJIOBEYECKOr0 yMa, HauyWHas C HOBBIX H300pETEHUN M 3HAKOB,
0003HayarouX COOCTBEHHOCTh HAa MPOJYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMH,
dororpadusimu, KHHODUIEMAMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - 3TO MpaBa HA HMHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTb Ha
POU3BEICHUS HAYKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KauyecTBE TapaHTUU TOTO, YTO HHTEJUICKTYaJIbHBIH/TBOPUYECKUN TpPyA aBTOpa He
Oyner HampacHbIM, JacT €My CIpaBEAJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOErO TpyAa, MOIYYUTh W3BECTHOCTh W mpuzHaHue. Hukro 6e3
pa3pelieHus aBTopa HE  MOXET BOCHPOM3BOJIUTH €ro  IMPOU3BEIECHUE,
pactpocTpaHsaTh, MYOJUYHO JEMOHCTPHPOBATH, IMPOJABATh, HMMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, MyOJWYHO HUCIOJHSATH, MOKA3bIBATh/UCIIOIHATh B 3(UpE WU
pasMmernars B HTepHere.

Hcrnonb3oBanue «IMPATCKOro» TMPOrPaMMHOTO  O0ECTIEUEHUS MOXKET
NPUBECTH K MHOTUM pHUCKaM: OT TOTEpH JIaHHBIX K TBOUM aKKayHTaM Ji0
OJIOKUPOBKHM TBOET'O yCTPOMCTBA, IJie YCTAaHOBJICHA HeJeraibHas nporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JieTajJbHble U O€CIUIATHBIE MPOrPAMMBI,
KOTOPBIE MOKHO HANTH B CETH.

O nopraie

CereBu4oK.pd - TBOU TJIaBHBIM COBETUUK B CETH. 3/1€Ch Thl MOXKEIIIb Y3HATh
0 0€30MacHOCTH B CETU MOHATHBIM U JOCTYIHBIM S3bIKOM, a NP BOZHUKHOBEHUU
KPUTHUYECKON CUTyalluu OOpaTUTHCS 3a COBETOM. A TakyKe MPHUHATh y4acTUE B
KOHKYpCaxX U CTaTh CaMbIM IIU(DPOBBIM IPaskTaHUHOM!



